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OBJECTIVES

Analyse foreseeable
6G scenarios

Design end-to-end
security solutions

Deploy predictive
AI technologies 
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6G system as a digital twin

Design an interface as
“Human-In-The-Loop” 

Develop a human-centric
programmable platform

The HORSE project aims to create a holistic research approach aimed to 
design, develop and validate an autonomous, self-evolving and extendable 
6G-ready architecture providing a human-centric approach to security 
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solutions.

Holistic, omnipresent, resilient services for
future 6G wireless and computing ecosystems

horse-6g.eu



Key Technologies & System Architecture

Components and their interaction

Architectural blocks in the 6G context

6G Context

Predictive Orchestration

Human-centric secure services management

End-to-end Security 

Intent-based Intelligence
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End-to-end Proactive Secure Connectivity Manager (ePEM)
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Reliability, Trust and Resilience Provisioning (RTR)

Digital Twin

Pre-assessment

Sandboxing (SAN)

Early Modelling
(EM)

Policies and Data
Governance (PAG)

Threat Detector
and Mitigation
Engine (PEM)

Intent GUI

Distributed Trustable
AI Engine (DTE)

RAN Core Transport Edge Cloud

PLATFORM INTELLIGENCE (PIL)

AI SECURE AND TRUSTABLE ORCHESTRATION (STO)

INTENT-BASED INTERFACE (IBI)

INFRASTRUCTURE (continuum, network, data)

INFRASTRUCTURE (continuum, network, data)

Intent Connector Orchestrators Connector

Sandboxing (SAN)

Digital Twin

Pre-assessment

Early Modelling 
(EM)

Policies & 
Governance (PAC)

Threat Detector 
and  Mitigation 
Engine (PEM)

Reliability, Trust and Resilience Provisioning  (RTR)

End-to-end Proactive Secure 
Connectivity Manager (ePEM)

Smart 
Monitoring (SM)

Compliance 
Assessment 

(CAS)

Services / Apps

Distributed Trustable AI Engine 
(DTE)

Attacks models

ARCHITECTURE

USE-CASES

Management and orchestration, with 
high availability, of several systems, 
applications and end-to-end services, 
supported by equipment on tram stops, 
trams and in the Command Center.

Multiuser collaboration allows Industry 
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giving them the opportunity to meet in a 
virtual common space to collaborate 
and share virtual 3D objects. 

Secure Smart Light
Rail Transit Systems 

Remote Rendering to
Power XR Industrial


